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Risk Considerations for Outsourced Operations 
Organizations may choose to outsource specific business functions to assist 
with the effective and efficient accomplishment of operational objectives.   Key 
criteria to consider when making outsourcing decisions include the entity’s core 
competencies, specialized training needs, system requirements, and the cost 
benefit of obtaining external resources as compared to providing these services 
internally.  Examples of services which are currently outsourced by RIT include 
benefit administration (health care, retirement plans) and off-site data retention. 

One of the key risks associated with the outsourcing of services is that RIT em-
ployees do not directly control the processes that are being outsourced.  The 
vendor is responsible for the day-to-day operation of the process.  So how do 
we ensure that the vendor’s operations are running effectively and that the ser-
vices being provided to RIT meet management’s expectations?  In addition, de-
pending on the services that will be provided by the vendor, other risks should 
also be considered, such as: 

• Could RIT Private or Confidential data be comprised? 

• Is data being processed completely, accurately, and on a timely basis? 

• Will access to RIT resources result in the misappropriation of these assets? 

The first step in minimizing the risks when outsourcing services is to understand 
and document these risks and determine whether the benefits of obtaining 
these services outweigh the potential costs associated with the risks.  Next, 
management must ensure that the best vendor is selected to perform these 
services.  Considerations in the vendor selection process should include utilizing 
a request for proposal process that clearly explains the services desired and 
defines management’s expectations, evaluating the long-term financial and op-
erational viability of the vendor, and evaluating whether the vendor has the ex-
pertise and systems (if applicable) necessary to perform the service. 
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Once a vendor is selected, the next step in minimizing the risks inherent in out-
sourced relationships is to ensure that a comprehensive vendor contract is executed.  
The contract should clearly document the services that are to be provided by the 
vendor and also include performance standards and service level agreements, regula-
tory compliance requirements, confidentiality and data security expectations, com-
pensation and payment terms, reporting expectations, and a right to audit clause. 

In addition, management must consider what internal processes (monitoring con-
trols) must be developed in order to support the vendor services and mitigate the 
risks identified during management’s initial risk assessment process as described 
above.  Examples of processes that need to be developed in support of these rela-
tionships may include reconciliation controls such as the reconciliation of batch to-
tals to ensure that data is transmitted completely and accurately, logical access con-
trols, and monitoring controls such as the review of vendor fee calculations or ser-
vice level agreement metrics. 

For vendors who perform higher risk operations for RIT, SAS 70, SysTrust or Web-
Trust reports are additional tools that can assist RIT managers in evaluating whether 
the operations of these vendors are adequately controlled to achieve the desired 
objectives.  Service vendors may engage a CPA to perform a SAS 70 review of the 
key controls (as identified by the service organization) over significant processes and 
to evaluate whether these controls are suitably designed to achieve the control ob-
jectives specified by the service organization.  A SAS 70 Type II report also evaluates 
whether these controls are operating effectively.  SysTrust and WebTrust services 
are typically utilized for information technology services and specifically address se-
curity, online privacy, availability, confidentiality, and processing integrity. 

Similar to any key internal process that is performed at RIT, key RIT processes per-
formed by external vendors must be well controlled to ensure the integrity and ef-
fectiveness of that process.  These controls should include a combination of preven-
tive (i.e., vendor selection, contracting, SAS 70 verification) and monitoring (i.e., re-
view of vendor performance indicators and reporting) procedures to effectively miti-
gate the risks identified relating to the processes being performed by the vendor.                    
 
 
Reference 
Benvenuto, Nicholas A (2005). “Outsourcing – A Risk Management Perspective,” Information 
Systems Control Journal, Volume 5  

Outsourcing Risk Considerations         (continued from p. 1)           

Upcoming Session: 
 
July 20, 2010 
9:00 am  - 11:00 am  
Location: CIMS 2130  
 
Sign up at the CPD website 
https://finweb.rit.edu/cpd/
leadership/cares.html 

Ensure that your      
department has 
established and is 
maintaining good 
internal controls. 

 
To learn more about 
internal controls, sign up for 
Internal Controls Training. 
This is now a required 
course to receive the RIT 
Accounting Practices, 
Procedures, and Protocol 
Certificate of Completion. 

Page 2 

~~                     Contributed by Nancy Nasca 
Sr. Internal Auditor  
Institute Audit, Compliance, & Advisement  

http://finweb.rit.edu/cpd/leadership/cares.html�
http://finweb.rit.edu/cpd/leadership/cares.html�
http://finweb.rit.edu/cpd/leadership/cares.html�
http://finweb.rit.edu/cpd/leadership/cares.html�


Page 3 
Control of the  Quarter 

Page 3 

In the last several Newsletters, we’ve reviewed the five interrelated components of in-
ternal control, including control environment, risk assessment, control activities, infor-
mation and communication, and monitoring. We’ve also talked about who in the organi-
zation is responsible for internal control (to some degree, it’s everyone’s responsibility). 
Now we’re providing real-life examples of how a system of internal control is built into 
the University’s infrastructure; it’s a fundamental part of our operation. 

First, here’s a quick refresher about controls. They can be either preventive or detec-
tive, but it’s important to note that the intent of each is different. 

9 Preventive controls are designed to deter or prevent undesirable events 
from occurring; they are proactive controls that help to prevent a loss. Ex-
amples of preventive controls are segregation of duties, proper authoriza-
tion of financial transactions, adequate documentation, and physical control 
over assets.  

9 Detective controls, on the other hand, attempt to detect errors and irregu-
larities which have already occurred and ensure their prompt correction. 
Detective controls supply the means with which to correct data errors, 
modify controls or recover missing assets. Examples of detective controls 
are reviews, analyses, variance analyses, account reconciliations, physical 
inventories, and audits. 

Both types of controls are essential to an effective internal control system. Preventive 
controls are important because, by design, they are proactive and emphasize sound 
business practices. Detective controls also play a critical role by providing evidence that 
the preventive controls are functioning correctly and preventing losses. 

Let’s take a look at one critical preventive control activity in place at RIT designed to 
ensure that procurement transactions are approved by authorized individuals prior to 
orders being placed.  

9 Purchase Requisition Approvals – According to the University’s signatory au-
thority policy, officers of RIT (e.g., the vice presidents) have delegated authority 
to certain employees to approve the procurement of goods and services from 
third-party suppliers. When a requisition is created in the Oracle purchasing 
application, the requisitioner forwards it to an authorized approver (i.e., an em-
ployee who is able to approve a purchase for the specific department up to a 
specified dollar amount). Such approval must be explicitly granted by the divi-
sion vice president and it can’t exceed the amount delegated to the more sen-
ior manager. When a transaction exceeds the approver’s authorized limit, it will 
automatically be forwarded to the next level of management for approval.  
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9 Approver’s Responsibilities – The individual who approves a transaction 
which constitutes a commitment between the University and the supplier is 
responsible to ensure that: 

• All procurement policies of the University have been followed in-
cluding the requirement to obtain three competitive quotes for or-
ders of $5,000 or more. 

• The transaction, proposal or agreement includes the appropriate 
standard provisions recommended by RIT legal counsel.  

• Funds for the transaction have been allocated or are available within 
regularly approved budgets or other University accounts.  

• There is no real or apparent conflict of interest on the part of the 
approver or other individual in the organization involved in the 
transaction. 

This preventive control is designed to ensure that only authorized personnel who 
have knowledge of the University’s policies (e.g., procurement, conflict of interest, 
etc.) are able to commit or expend assets of the University. Management periodically 
reviews/monitors the approval system to ensure that it is functioning as intended and 
that approval authority has been delegated in a way that allows for efficient, but con-
trolled, operation of the business of the University.  

Control of the Quarter                         (continued from p. 3)           
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What about ethics in the workplace? 
To learn more about  

RIT’s Code of Conduct 
 and the Ethics Hotline, check out 

http://finweb.rit.edu/svp/ethics/ 

~~                     Contributed by Lyn Kelly 

Controller and Assistant Treasurer  
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When you receive word that a department in your college is being audited, initial 

thoughts turn to “what’s wrong” or “why us.”  In actuality, Institute Audit, Compliance 

& Advisement (IACA) selects several departments each year to audit. Although the de-

partment chosen to be audited in our College offers multiple sections of courses that 

include hands on activities and unique types of purchases, the audit turned out to be a 

very positive learning experience that will benefit the entire College. 

The process began with a review of the audit planning document, identifying and dis-

cussing the 15 key processes that would be reviewed.  These processes were not 

unique to the department being audited, although we certainly tailored the discussion to 

meet the uniqueness of the area; they represent processes used across the university.  

Throughout the exercise, the IACA team focused on compliance with university prac-

tices, compliance with regulatory requirements, and sound managerial structure that 

would provide proper internal controls.  The senior auditor reviewed documents, 

talked to employees within the dean’s office and department, and asked questions that 

helped to identify the details of how and why we handle our business operations as we 

do.  They were not threatening questions, but very insightful questions that allowed us 

to think through operations that occur on a daily basis.   

As  IACA created a list of findings, they worked with CAST to develop actionable re-

sponses to those findings, giving us guidance but not dictating a solution.  This allowed 

us to consider, in some cases, how our proposed response could benefit the entire col-

lege, beyond this one department, eventually resulting in some standard operating pro-

cedures.   

We are not done.  Although we have initiated changes to our practices in response to 

the audit findings,  IACA will work with us to monitor our progress.   Like our ap-

proach to academic quality, this is a continuous improvement process.   

 

~~                     Contributed by Maureen S. Valentine, PE  

Associate Dean and Miller Professor  
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Take the Pop Quiz Challenge! Correctly answer the question below and you 
will be entered in a drawing to win a prize valued at $15. One lucky winner 
will be chosen randomly and notified by email. 
 
Question:  The goal of information security is to protect the: 
 

A. Confidentiality of information 

B. Availability of information 

C. Integrity of information 

D. All of the above 

 
Post your answer to our Quiz webpage at: 
https://finweb.rit.edu/iaca/forms/quiz/ 
 
The winner’s name and answer will be included in the Fall ’10 Quaestor Quarterly 
Newsletter. 

Pop Quiz Challenge 

Submit a question                             
to the IACA webpage 

http://finweb.rit.edu/iaca/forms/ask/ 
by August 1, 2010. If your question is 

chosen for publication in our     
newsletter, you will receive                        

a prize valued at $15. 

        Ask the Auditor ~  

***************************************************************************** 

Congratulations to Julie Magnuson, Osher Lifelong Learning Institute at RIT/
Athenaeum, for correctly answering the Winter issue’s Pop Quiz question. 
 
The question and the correct answer was:  
 
“Tone at the Top” is a term everyone has likely heard. It             
can be defined or characterized by: 
 

A. A culture in which managers are aware of the risks in their areas 
of responsibility, monitor the internal controls to mitigate those 
risks, and take action if the controls are not working. 

B. How an organization should relate to all of its stakeholders –    
employees, vendors, customers, and the community as a whole. 

C. One of the most important things that allows an organization to be 
aligned and steered in the right way. 

D. How organizational processes and structures, such as targets and 
incentives, drive people’s behavior. 

E.    All of the above. 

  

 

Correct 

https://finweb.rit.edu/iaca/forms/quiz/�
http://finweb.rit.edu/iaca/forms/ask/�

	Institute Audit, Compliance & Advisement

	Page #

	Sign up at the CPD website

	https://finweb.rit.edu/cpd/leadership/cares.html

	Ensure that your      department has established and is maintaining good internal controls.

	To learn more about internal controls, sign up for Internal Controls Training. This is now a required course to receive the RIT Accounting Practices, Procedures, and Protocol Certificate of Completion.

	Page 3

	To learn more about
occupational fraud, sign up for Fraud in the Workplace Training. This is now a required course to receive the RIT Accounting Practices, Procedures, and Protocol Certificate of Completion.

	Page #

	Sign up at the CPD website

	https://finweb.rit.edu/cpd/leadership/cares.html

	Ensure that your      department has established and is maintaining good internal controls.

	To learn more about internal controls, sign up for Internal Controls Training. This is now a required course to receive the RIT Accounting Practices, Procedures, and Protocol Certificate of Completion.

	Page 5

	To learn more about
occupational fraud, sign up for Fraud in the Workplace Training. This is now a required course to receive the RIT Accounting Practices, Procedures, and Protocol Certificate of Completion.

	Submit a question                             to the IACA webpage
http://finweb.rit.edu/iaca/forms/ask/ by August 1, 2010. If your question is chosen for publication in our     newsletter, you will receive                        a prize valued at $15.

	        Ask the Auditor ~ 



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



