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Overview



Challenges



Life on a University Network

RIT Stock Photo



Network Threats

Laptop with ‘Danger’ tape. Retrieved 18 July 2007.
http://www.internetsecurityl 01. net/internetsecurityandprivacy.jpg


http://www.internetsecurity1

External Threats

Gloved hands and keyboard. Retrieved 18 July 2007. http://cybercrime.planetindia.net/images/cybercrime.jpg


http://cybercrime.planetindia.net/images/cybercrime.jpg

External Hacking Attempts

Copyright 2003 D. Seah Bigger than Cheese



Botnets & Zombie PCs

Botnet illustration. Retrieved 18 July 2007. www.symantec.com



|dentity Theft



Social Engineering



We would like our students to:



The RIT Standards



Paranoia or Common Sense?

Macbook. Retrieved 18 July 2007. http://s7v1.scene7.com/is/image/JohnLewis/230407880?$product$



Current Initiatives



Orientation



Facebook Presence



Special Events



Awareness Contests



Digital Self Defense



Digital Self Defense 101



Digital Self Defense 102



Digital Self Defense 103



Information Security Website



Awareness Brochures



Advisories and Alerts

e Email to students, staff, and
faculty when absolutely necessary
_Viruses and other malware

- Spoofing, phishing and other online
scams

_ Patching
* Message Center



Ethical Computing



Will | Be a Victim?

Crime tape graphic. Retrieved 18 July 2007. http://www.crimescene.com/store/images/medium/tape3 MED.jpg



Internal Resources

(http://security.rit.edu/contest/animation.html)
http://security.rit.edu/guides.html
http://security.rit.edu/standards/index. html

www.rit.edu/~ekfront

http://security.rit.edu/awareness.html


http://security.rit.edu/contest/animation.html)
http://security.rit.edu/guides.html
http://security.rit.edu/standards/index.
http://www.rit.edu/~ekfront
http://security.rit.edu/awareness.html

External resources

http://www.researchchannel.org/securityvideo2007/

 http://www.educause.edu/15676



http://www.educause.edu/15676

Course Integration Ideas



Effective Technical Communication



Cyber Self Defense



Questions?

infosec@rit.edu
http://security.rit.edu


mailto:infosec@rit.edu
http://security.rit.edu
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